 CDSMP Coordination Workgroup
Tuesday, November 5, 2013; 10:30pm – 12:00pm
288 North 1460 West - Room 128

AGENDA

1. Welcome/Introductions
· Welcome by Rebecca

2. Discuss Vision/Direction

a. CDSMP Training Calendar
i. Current Trainings
· Recap: CDSMP October 17-18, 24-25 – SLC  
· Just finished the Living Well Chronic Leader training, Nicole  and Terri lead those training
· Overall the group was invested
· At first the participants didn’t know why they were there or what their roles were, didn’t know who their coordinators where, 
· Participants thought it was just a workshop not a training
· We had to let them know what the program was 
· Why they were there
· There was also some miscommunication/misunderstand as to how long the training was and they needed to be there and participant the whole 4-days
· Rebecca-these are the reason why we create the Leader documents/agreements/applications/coordinators descriptions
· DSMP Fall 2013 – Dee Dee and Anne SLC
· Living Well with Diabetes Peer Leader training will be Nov. 7 & 8 and Nov. 14 & 15 at the Magna Senior Center
· LWCC - January – Intermountain Healthcare
· As soon as we know the date of the training we will let you know
· LWCC - February 6-7, 13-14 – U of U
· LWCC - May 8-9, 15-16 – U of U
· Manejo – May
· Spanish version of the Living Well with Diabetes program
· Dates TBD

b. Fidelity Moment 
i. Data Security Requirements
· When we get our resources paper on our website we will upload these documents there
· Training for CDMSE Data Collection….Who need to be trained?
· Employees, managers, supervisors, Coordinators, Master trainers and lay leaders (including volunteers who are involved in the collection, handling and/or data entry
· What type of training is needed?
· Training for program coordinators and program implementers
· Training for individuals completing data entry and data transfer
· Types of information covered by the privacy act
· Sensitive
· Protected health information
· Information protected by the privacy act: Personally Identifiable Information (PII)
· Home address
· Home telephone number
· Data of birth
· Personal medical information
· SSN
· Personal/private information
· Photographs
· Educations records
· Financial transactions
· Employment history
· Personally Identifiable information (PII)
· “the term Personally Identifiable Information means any information about an individual maintained by an agency, including, but not limited to, education, financial transactions, medical history, and criminal or employment history and information which can be used to distinguish or trace an individual’s identity, such as their name, social security number, date and place of birth, mother’s maiden name, biometric records, etc., including any other personal information which is  linked or linkable to an individual.“
· Disclosure
· No agency or person shall disclose:
· Any records
· By any means of communication
· To any person or another agency
· Without a written request or prior written consent of the individual to whom the record pertains
· “any means of communication” includes oral (phone, in-person, written and electronic (emails, faxes, texts, tweets, pins)
· What does these mean for us, all forms will be kept lock and will be discarded after a certain period of time (shredded)
· Safeguarding PII
· PII must always be treated as “FOR OFFICIAL USE ONLY” and must be marked accordingly.  
· This applies not only to paper records (including e-mail, faxes, etc., which must contain the cautionary marking “FOR OFFICIAL USE ONLY”).
· All records containing PII should be stored in locked filing cabinets or other secure containers to prevent unauthorized access.
· Electronic records must be password protected and be transferred via encrypted e-mail.
· Transporting PII
· Hand Carrying
· Use a Cover sheet to shield contents
· Using Mail
· Use manila or white envelopes
· Mark the envelope to the attention of the authorized recipient
· Never indicate on the outer envelope that it contains PII
· Using E-mail:
· Password protect personal data placed on shared drives, the Internet or the Intranet
· Use encrypted e-mail 
· Do not send PII to a personal, home or unencrypted e-mail address
· Announce in the opening line of the text (NOT the subject line) that FOUO information is contained
· Disposing of PII
· A disposal method is considered adequate if it renders the information unrecognizable or beyond reconstruction.
· Disposal methods may include: 
· Burning
· Melting
· Chemically decomposing
· Pulping 
· Pulverizing
· Shredding
· Mutilating
· Degaussing (erasing from magnetic field or disc)
· Deleting/Emptying Recycle Bin
· Your Role and Responsibility
· Take privacy protection seriously
· Respect the privacy of others
· Ensure messages, faxes and e-mails that contain personal information are properly marked and e-mail is encrypted
· Make sure you have consent forms in place for PII 
· Don’t share PII with individuals who are not authorized
· Have appropriate transfer, storage and disposal protocols in place for PII
· Do not e-mail PII to personal, home or unencrypted accounts
· Advise all participants of their right to consent or refuse use of data about them
· Provide participants with a blank copy of the consent form
· If a participant initially consents, but changes their mind during the workshop: 1) Either destroy the original form and replace it with a new form indicating refusal to consent, or 2) Cross out ‘consent’ on the original form, initial and re-date it
· Collect Participant Consent Forms and maintain in a secure, locked  container until transfer to data entry location
· Maintain hard copies of Participant Consent Forms in a secure, locked storage area for 3 years after grant end
· Electronically scanned copies must be stored in a secure, password-protected database for 3 years after grant end
· All individuals involved in providing CDSME programs must sign Non-Disclosure Agreements
· All individuals involved in data collection, data transfer and/or data entry must sign Non-Disclosure Agreements
· Non-Disclosure Agreements should be maintained for 3-years after the end of the grant and stored by the state leader or the state’s designee for data collection/data entry
· 
· Master Trainer and Lay Leader Role
· Use the CDSME Program Group Leader Script at a Class Zero pre-session or at the start of Session 1 and with any new participants who start at Session 2
· The script explains why participant data is being collected and how it will be kept secure
· Emphasize that completing the survey is voluntary
· Individuals may skip any questions they do not want to answer
· Individuals may choose to not complete the Survey, but they can still participate in the program
· Collect consent forms and surveys from individuals who sign consent forms
· Store forms in sealed envelope and mail to appropriate program coordinator
· [bookmark: _GoBack]If you have a lock box, please let Rebecca know. For those that don’t have one, the Arthritis program will look into getting a lock box
· There are two Group Leader Scripts-one for non funded sites and one for funded sites
· Christine read the Chronic Disease Self-Management Education Program Group Leader Script (funded)
· This script should be read to participants prior to the completion of the participant consent form and the participant information survey
· We are working on modifying some of the wording we are still working on a final version, and we will send it out when we do.
· Question (Marla): Will this form replace the confidentiality statement?
· Answer (Rebecca): Yes it will
· Question (Marla) Do we start using this form now?
· Answer(Rebecca): As soon as we the correct wording you will need to start using it right away (Form needs to be in place by January 2014
· All the new forms and everyone needs to trained by January 1st
· Also please remember that the survey is voluntary, participants can still participate without fill out the survey

· Program Coordinator/Data Entry Roles
· Store completed CDSME forms in a secure, locked cabinet when not in use
· Enter data into secure, password protected database, such as the CDSME database 
· If we ask for additional question besided the one on the NCOA
· But the NCOA database don’t support the additional question, so Randy would need to manual enter those results
· For those of you that are still submitting those results, we will be contacting you with more information
· Destroy participant data forms after data entry
· It will be shredded, we are still trying to determining for how long we should keep them before destroying them.
· Hard copies  of participant consent forms MUST be stored in a secure, locked cabinet for a minimum of  3 years after grant end
· Electronically scanned copies MUST be stored on a secure, password protected site for a minimum of  3 years after grant end
· NCOA Q & A
· Information about an individual that is unique, or identifies or describes him or her (such as Social Security Number, medical history, date of birth, home address) is called: 
· PII
· Disposal methods may include all except:  
· Burning
· Shredding
· Tearing in half and putting in the garbage can
· Melting
· The CDSME Group Leader Script:  
· Explains how participant privacy is protected and why data is being collected
· Signed Participant Consent Forms must be maintained for
· 3 years after the grant period ends
· Privacy and Security Basics Training Certificate
· We are stilling trying to determine if we will be creating/printing certificates for individuals, but most likely yes 
· Review of other forms (Email from Rebecca, dated 11/5/2013, subject “Data Security Training Documents”)
· Some of the documents has been translated into Spanish
· Attendance form now has a cover sheet, that included instructions on returning the form
· To avoid confusion and having duplicate names or have participants not initially where they need to, it would be better for the group leader to just take attendance
· In order to have all form match we will be using name on the attendance form (6 months)
· There are also some participants that might have the same initials
· There are new chronic conditions added on the participant form
· Question (Marla): Does the condition need to be official diagnosed by a doctor?
· Answer: Yes a doctor would of need to have told them that they have that condition, but we will find out and clarify that question
· Other new question to the form:
·  “Do you now use tobacco (cigarettes, cigars, or smokeless tobacco)?”
· Education level question 
· Is the participants a care giver
· Are you limited in any way in any activities due to a physical, mental, or emotional problem?
· Question (Teri): By when do you these disclosure forms for leader?
· Answer: If you come to a coordination work meeting, you can bring it then, but we still haven’t set a date. Rebecca will follow up, since it doesn’t have any PII information, she was under the impression that the form would need to follow the same security protocol as the other forms
· Question (Athena): Does anyone have any question as to why all these changes have accrued?
· Answer: No questions/comment
· Question (Marla): So we need to train all our leaders by January 1st?
· Answer (Rebecca): they would need to review the powerpoint. Other states have held webinars and had leaders’ signup for them.
· Question (Marla): is this a training we would need to do or will the arthritis program do?
· Answer (Rebecca): We will, we are still developing it. 

ii. Reminder to use Leader Screening Protocol, for next round of leaders registering for Jan/Feb Leader Trainings. (Required: Position Description review, and Agreement signed).
· We sent out these forms last time we meet
· If you need us to clear anything on the forms please let us know
· We will have all our forms on our website, that way we can quickly post any updates
· If you want someone to be trained as a leader, you need to make sure they have read and understand the position description and sign the leader agreement form, send it to the program and them they can register for a leader workshop

c. Promotion Efforts – 
i. Promotion successes
· Christine and Rebecca did a site visit to San Juan county last week
· Meet with Tami with the AAA and Nick from the Utah Navajo Health System
· AAA has had success with the county roads department
· Got together with the road department and formed a health committee the department wanted AAA to teach the Living Well program to their employees
· It was hard at first since most of the participants are male, and it was hard for them to share. We told them it was okay not to share but they just wanted to give them the tools to help them
· They had full classes

ii. Encourage them to gather the Physician Letter, between week 5 and 6. These letters have helped us when we needed “success stories” for media stories. (Should we have them submit several of their best, with their next QPR?)
· On the 5 week of the program participants are encourage to write a letter to their physician as to why this program has been good for them
· One week 6 these letter would be discuss or collected
· But there times when this get done but sometimes not
· We should emphasize the importance of these success letters
· Comment: On the script there is no discussion of the letter. Under accomplishment it says you can refer to you letter.
· But there nothing on the script about collecting or discussing the letters on week 6
· It nice to have these type of letters, these type of letter we can use for our media 
· How can we get more of these letters without compromising the fidelity of program?
· These letter are sometime private, so if we really want to get participants to share these letter with us, we really need to talk to Stanford to find out what would be a good approach to get people to share these letters
· Would it still go against fidelity of the program if we just ask participants if they are willing to share their success?
· Jessica-there are participants that just bring it on their own
· Ivonni-just let participants choose if they would like to share
 
d. Other UAP updates

e. Partnership Effort Updates 
i. News/Announcements/Successes

3.  Next meeting:  Monday, December 9, 2013 from 10:30am-12pm in UDOH Room 128 


