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1. BACKGROUND

PURPOSE & SCOPE

UTAH eHEALTH

The purpose of this report is to document
privacy and security solutions identified by
the Solutions Work Group (SWG). Pro-
posed solutions address barriers to health
information exchange that result from
variation in organizational-level business
practices, policies, and regulations that
underlie such practices. The SWG re-
viewed the business practices for exchang-
ing health information reported in the In-
terim Assessment of Variation Report, No-
vember 2006. The business practices were
classified by the Variations Work Group
(VWG) as presenting a barrier to the se-
cure and private electronic exchange of
information. Business practices were sub-
sequently reviewed by the Legal Work
Group (LWG) to identify federal or state
statutes that explain why the reported prac-
tice is in place. The solutions presented
in this document are intended to preserve
essential privacy and security protections
while moving forward electronic connec-
tivity to permit appropriate exchange of
health information.

Utah’s healthcare system, along with that
of the nation, is moving into the electronic
age. The secure sharing of health infor-
mation electronically is referred to as
eHealth, and it is making great strides in
Utah to improve how doctors, hospitals,
health insurance companies and public
health departments are meeting the
healthcare needs of all Utahans.

Patients in rural areas of the state benefit
from telehealth (the use of electronic in-
formation and telecommunications tech-
nologies to support long-distance clinical
health care and patient education) oppor-
tunities that electronic medical records can
provide.

Quality of patient care is expected to in-
crease when physicians have more com-
plete information on a patient and can pro-
vide better continuity of care. For example,

each day in Utah, doctors see nearly
2,000 patients in hospital emergency de-
partments. Emergency department doc-
tors need information on patient medica-
tions, allergies and disease history. Get-
ting the information from a patient’s doc-
tor quickly and efficiently would literally
save lives in many cases.

The core technology to accomplish health
information exchange is electronic medi-
cal records (EMR). The Utah Health In-
formation Network (UHIN), which routes
electronic insurance billing transactions
for 95 percent of Utah health care provid-
ers, estimates that 20 percent of Utah
physician offices have adopted EMR sys-
tems.

In arecent experiment conducted in Utah
and Idaho', doctors were given hand-held
personal digital assistants (PDAs) pro-
grammed with a decision-support tool.
The doctors who used the PDAs were
more likely to prescribe appropriate anti-
biotics and less likely to overprescribe
them. Decision-support systems such as
this can be built into an EMR system.

Much of the eHealth activity in Utah in-
volves leveraging existing technologies
and information standards that have been
developed through community participa-
tion in UHIN. Specific projects are under-
way to provide electronic sharing of labo-
ratory results from the lab to the doctor,
hospital discharge notes from the hospi-
tal to the doctor, a patient’s medical and
medication history from one doctor to
another, and e-prescribing.

So far, none of Utah’s planned projects
includes maintaining a central database
of patient information. In all the Utah
eHealth projects, the initial goal is to
transform the paper transactions that are
already happening or should be happen-
ing and make them more efficient and
secure. The first step is somewhat simi-
lar to the difference between a fax and




“We are taking
advantage of every
opportunity
available to promote
eHealth in Utah,”
said Dr. David N.
Sundwall, UDOH
executive director.
“The health field
needs to catch up
when it comes to
exchanging
information
electronically, and
developing sound,
uniform practices for
preserving the
privacy and security
of health
information is a
prerequisite for
moving eHealth
forward.”

LIMITATIONS

an email.

Although much of the activity in Utah and
the United States involves the private
healthcare community, Utah’s public
health system can benefit from eHealth
initiatives, too. The Utah Department of
Health (UDOH) has begun a yearlong plan-
ning effort to develop a business plan for
the public health system to participate in
sharing of clinical information. The Utah
Network for Electronic Public Health Infor-
mation, or the UNIFY project, has the goal
of evaluating the potential benefits of shar-
ing information between the clinical care
sector and the public health system. It is
especially focused on surveillance of re-
portable diseases, vital records, newborn
screening and immunizations.

Other active eHealth efforts of the UDOH
include the Utah Patient Safety Program,
Medicaid Management Information Sys-
tem, the Utah Immunization Registry, and
the Child Health Advanced Record Man-
agement (CHARM) child health informa-
tion integration program. In addition, the
Utah Bureau of Epidemiology has a part-
nership with UHIN to expand the Real-time
Outbreak Detection System (RODS),
which was implemented during the 2002
Salt Lake City Winter Olympics to con-
duct disease surveillance in Utah’s emer-
gency rooms and pharmacies.

The SWG included members of the VWG
with a determined and vested interest in the
future of health information exchange (HIE)
in the state of Utah. During the SWG pro-
cess additional barriers were identified and
information collected regarding inapplicabil-
ity of scenarios to the state of Utah, and
representativeness of the business practices
to the state as a whole. For example, it
was noted that a payer would not request
access to medical charts (see scenario five
- payment), and disagreement was noted
between emergency room physicians for

handling requests for patient information
(see scenario one - patient care A). Also
serving as an impediment to the SWG
process was a perception, on the part of
solution work group members, that vested
stakeholder interests in HIE ultimately
may have resulted in a precautionary ap-
proach to providing solutions as multiple
interests were involved and proposed so-
lutions may be viewed as an infringement
on livelihood or a critique of the business
model.




2. ASSESSMENT

OF VARIATION
MAIN FINDINGS

The privacy and security concerns identi-
fied in the Assessment of Variation report
were a mix of organizational, technologi-
cal, educational, and legal issues. This
was likely due to the nature of the sce-
narios used to collect the business prac-
tice data. For instance, stakeholders
viewed some scenarios, or portions of the
scenario, as atypical, unrealistic, or in-
appropriate. In addition, events that re-
quire the exchange of health information
with agencies outside of the healthcare
arena (e.g. law enforcement) were difficult
to consider within the scope of
interoperable health information exchange.

Authorization to disclose. Disclosing pa-
tient information without authorization is
allowable under HIPAA for “treatment,
payment and healthcare operations.”
However, most providers choose to get
patient authorization prior to disclosing
health information. This did not appear to
be an education issue, as providers gen-
erally understand this HIPAA provision and
what constitutes an allowable disclosure.
For many health care providers, the gar-
nering of patient consent/authorization is
an effort to ensure the patient’s right to
privacy, minimize the provider’s risk of li-
ability, or a practical procedure to aid the
flow of information. In some cases, facili-
ties refuse to release the patient informa-
tion without patient authorization, even
though it is allowed under HIPAA.

Transmission and transmission security
of Protected Health Information (PHI).

verification, physical safeguards, warn-
ings on paperwork about 42 CFR Part 2,
and required acknowledgment receipts.

Long-term care facilities reported use of
electronic facsimile (fax) as their method
of choice for health information transmis-
sions. Moreover, hospitals, physician of-
fices, and other major stakeholders used
fax regularly but also reported using mail,
courier, and patient pickup. Selected
large hospitals and integrated delivery
systems have the ability to use en-
crypted email but this method is not yet
widely used and accepted. Some facili-
ties reported having policies in place that
prohibit email use at all for transmission
of patient information. In all but a few
instances, fax continued to be the pre-
dominant method of transferring health
information.

Electronic methods (CDs and the
Internet) reportedly are employed with
radiology films (e.g. x-rays), especially
among large facilities. Mammography
films are an exception. Some selected
large facilities reported having the capa-
bility to make CD’s and use the Internet
(by Picture Archiving and Communica-
tion System - PACS) to transfer mam-
mography films, but rarely using these
methods. Instead, films are typically
transferred by in-person pickup with ap-
proved photo identification or sent by
U.S. mail.

Applicability of relevant rules and stat-

There is substantial variation in the means
of transmission and security employed.
On one hand, some physicians (in a phy-
sician office setting) reported regularly
disclosing health information over the
phone to other health care professionals
once they had established a common level
of understanding and trust with the re-
questor. On the other extreme, substance
abuse providers have developed complex
procedures for transmission that include:

utes. Difficulty in exchanging health in-
formation increased when different rules
and statutes apply to entities involved in
the exchange of health information. Law
enforcement is not a covered entity un-
der HIPAA nor are Public Health or State
Public Health Laboratories. Although sub-
stance treatment facilities are covered
entities, they must also comply with 42
CFR Part 2, a federal regulation that
heightens protections for treatment




EFFECTIVE
PRACTICES

records. Primary care providers often re-
ported disregarding treatment facilities’
records because the associated difficulties
in accessing them. HIPAAand 42 CFR Part
2 do not align in a manner that is conducive
to health information exchange.

E-Health in Utah is quickly becoming ac-
cepted as a means to improve healthcare,
lower costs, and promote healthier commu-
nities. It is clear that to continue to move
eHealth forward towards an interoperable
system that can communicate with other
agencies and organizations while maintain-
ing privacy and security, an open dialogue
is needed to gain common understanding.

The SWG reassessed each business prac-
tice to determine whether the barrier the
practice presented was appropriate and nec-
essary to maintain privacy and security and
to identify solutions to any challenge for
moving to an electronic environment. Forty
percent (n = 58) of the reviewed business
practices were reclassified by the SWG as
an aid, outnumbering those business prac-
tices that were classified as either barrier
(n=44) or neutral (n = 42). Adecision tree
process was used to assess each practice
on degree to which privacy and security was
maintained and capacity for an electronic
exchange.

Business practices that sought patient au-
thorization or consent to use or disclose
health information were most commonly
identified as an aid, regardless of whether
the use/disclosure was allowable without
patient authorization under HIPAA's treat-
ment, payment or healthcare operations
provision. The concern for privacy and se-
curity was mirrored by the SWG conversa-
tion that sought to repeal CFR 42 Part 2,
not as a result of the law’s stringent ap-
proach to the disclosure of substance abuse
information, but because all personal health
information is worthy of high standards for
security, protection and equal treatment.

The SWG recognized the concern that
certain types of information (such as
that related to sexually transmitted dis-
eases, mental health treatment, chronic
disease, genetic testing results and sub-
stance abuse treatment) have a risk for
misuse that could cause significant
harm to the patient. However, such
misuse is most likely to occur when the
information is used and/or disclosed for
purposes other than treatment. The
SWG maintained that the benefit to pa-
tients outweighs the risk of harm when
all relevant health information, regard-
less of type, is made easily available
for treatment purposes.

It should also be noted that the SWG
defined business practices detailing two
entities entering into a business asso-
ciates agreement, in all situations where
data were shared, as an aid because it
theoretically covers the entities not
once, but twice. In addition, this prac-
tice, whether necessary under HIPAA,
provides protection to both the entity and
the consumer further illustrating the
lengths to which providers, payers, etc.
will go to prevent the misuse of health
data as well as add legal protections.

Information can and should carry inher-
ent protections but the benefit of acces-
sible personal health information for
quality care is to the patient. Utah laws
exist to provide protections for other sen-
sitive health information. Those laws do
not place restrictions on using the in-
formation for legitimate treatment pur-
poses. Examples of Utah laws that spe-
cifically address disclosure of sensitive
health information include the Mental
Health Professional Practice Act (UC
58-60-114) and Genetic Testing Privacy
Act (UC 26-45).




LESSONS LEARNED

3. STATE
SOLUTIONS

STAKEHOLDERS

The value stakeholders place on privacy
and security is at a premium. Solutions
Work Group resonated with the Assess-
ment of Variation finding that providers
seek patient authorization to release pa-
tient information even in instances where
authorization for such a release is not re-
quired (treatment, payment, and
healthcare operations purposes) further
classifying the practice as good practice.
This theme held true throughout the Solu-
tions Work Group efforts as the group re-
classified many business practices from
barrier to aid because the practice was
viewed as providing the consumer with a
higher degree of privacy and security. Many
practices were appropriate and necessary
measures that serve as a check and bal-
ance to protect an individual’s privacy and
security.

Members of the SWG were selected from
a representative group of healthcare com-
munity professionals interested in health
information exchange (HIE) in the state of
Utah. Linn Baker, Director for Utah’s Pub-
lic Employee Health Program and board
member of the Utah Health Information Net-
work, the state’s largest regional health
information organization (RHIO), chaired
the SWG. Additional group members in-
cluded two emergency room physicians
(one of whom participated in the VWG and
has just recently completed his MS in
medical informatics), a compliance con-
sultant at an integrated delivery system
(who also served on the VWG), a detec-
tive for a small suburban area north of Salt
Lake City (who also served on the VWG),
the assistant director of the RHIO for the
state of Utah (who also served on the
VWG), the CEO of a home healthcare
agency and hospice, the legal consultant
for the largest payer in the state of Utah,
two employees of the Utah Department of
Health, and a faculty member of the De-

partment of Medical Informatics at the
University of Utah.

SWG PROCESS

The stakeholders involved in the SWG
met on five separate occasions for two
hours time to review business practices
and determine which business practices
constituted an appropriate barrier to the
electronic exchange of health informa-
tion.

The initial meeting revealed the need to
reclassify business practices as an aid,
neutral or barrier with regard to electronic
exchange and consumer privacy and se-
curity. SWG members used a decision
tree process to assess whether busi-
ness practices pose a barrier to elec-
tronic exchange and privacy and secu-
rity (See Attachment A).

The SWG members were assigned the
task of identifying solutions to the busi-
ness practices identified as barriers to
the electronic exchange of health infor-
mation in a secure and private environ-
ment. SWG members were assigned
business practices based upon exper-
tise and experience and tasked with iden-
tifying potential solutions using guided
criteria. Members provided their findings
during the SWG meetings. A minimum
of two SWG members were assigned to
present a solution at each meeting. In-
put was solicited from the respective
SWG member(s) at the facilitated SWG
meetings.

Business practices were organized into
four broad categories in need of solutions:
technical, administrative, education, and
legislative. Solutions for each category
are presented in the following section.
Current and planned electronic projects
were incorporated into solution results
where possible and appropriate. The fol-
lowing solutions represent the SWG ef-




4. PROPOSED
SOLUTIONS

TECHNICAL

fort to address identified challenges to the
electronic exchange of health information
while maintaining the security and privacy of
that information. They are not intended as a
definitive statement but rather to provide a
framework for further dialogue regarding ap-
propriate information exchange in a secure
and private environment.

Challenge - Accessing appropriate infor-
mation.

Solution. Establish a Utah payer-based
member identifier that is unique and recog-
nizable across all participating payers. This
voluntary system would start within the payer
community with healthcare entities ulti-
mately having the option to adopt this unique
member identifier.

General context. The unique patient iden-
tifier has not been defined in Utah due in
part to privacy concerns and because there
is as of yet no law protecting the individuals
privacy beyond that of HIPAA. Further, the
need to coordinate multiple agencies (HHS,
Medicare, CDC) and systems is necessary
to move forward with a single identifier at
the federal level.

Privacy and security domain. All.

Types of HIE. Administrative in the short-
term; clinical in the long-term.

Stakeholders primarily affected. Payers,
providers, consumers.

HIE barriers addressed. All.

Stage of development. Functional assess-
ment.

Extent to which solution is in use. Poli-
cies are in place for limited sharing only.
However, no common identifier exists.

Applicability of solution. Applicable
across industry. Standard identification of
member data. Unique member identifier
is a key requirement for expediting elec-
tronic exchange.

Extent of barriers or opposition. Cul-
tural barrier, competition, clarifying the
value proposition, funding.

Challenge - Lack of search capability.

Solution. Establish a structure to assist
in locating the patient-specific health in-
formation contents. This can include a
record locator, patient record bank, or other
type of central patient repository.

General context. Advances in IT have
made possible the ability to bridge dis-
parate applications and languages. As in-
formation needs change and grow in scope
and complexity the enormous value IT
brings is in its ability to link and merge
health information.

Privacy and security domain. All.
Types of HIE. Clinical, administrative.

Stakeholders primarily affected. Pro-
viders, consumers, payers.

HIE barriers addressed. All.
Stage of development. Planning.

Extent to which solution is in use. UHIN
is piloting clinical data exchange and de-
veloping methods to “push” information
out electronically but there is currently no
mechanism to “pull” information in a timely
manner. Private industry is developing con-
sumer-driven health data banks.

Applicability of solution. Applicable
across industry.




Extent of barriers or opposition. Privacy
and security concerns with storing patient
data in repository. Ownership of records
is at issue, as is trust for industry held
and consumer controlled data bank. Elec-
tronically searching multiple providers re-
quires search capability and server reliabil-

ity.

Challenge - Limited ability to transfer/
transmit PHI electronically.

Solution. Establish an electronic ‘pipeline’
to all areas of the state.

General context. Rural health care facili-
ties have relationships with distant
healthcare providers with which they need
to exchange information. Many rural areas
of the state have limited infrastructure to
support high speed networks. The Utah
Telehealth Network has worked closely
with telecommunications companies, the
University of Utah, and the state of Utah to
bring services to rural health care facilities
with the development of the physical infra-
structure to allow for connectivity.

UHIN’s Web portal technology connects
participating members to allow for the ex-
change of administrative information. In
2004 UHIN became an Agency for
Healthcare Research and Quality (AHRQ)
State and Regional Demonstration grant
recipient. UHIN has expanded its focus to
include the exchange of clinical healthcare
data and is developing clinically-focused
healthcare transaction standards.

Privacy and security domain. All.
Types of HIE. Clinical, administrative.

Stakeholders primarily affected. Pro-
viders, consumers, payers.

HIE barriers addressed. All.

Stage of development. Functional as-
sessment.

Extent to which solution is in use. The
Utah Telehealth Network links patients
to health care providers across the state,
country and world by using the most cur-
rent telecommunications technology.
Telehealth provides rural patients and pro-
viders with access to services that are
usually available only in more populated
urban areas. The Utah Telehealth Net-
work uses interactive video to deliver pa-
tient care, provide continuing education
to health professionals, facilitate admin-
istrative meetings, enable digital images
such as CAT scans and X-rays to be
transmitted for second opinions, and al-
lows for emergency stroke patients to
receive state-of-the-art stroke care dur-
ing the critical three-hour window of treat-
ment despite being hundreds of miles
away from the nearest neurologist (see
Figure 1).

UHIN’s members include 100% of Utah’s
long-term care facilities and hospitals,
95% of physicians, one third of dentists,
some laboratories and 450 payers.

Applicability of solution. Applicable
across industry.

Extent of barriers or opposition. Po-
litical will, funding.

Challenge - Authentication/ verification
of physicians and providers.

Solution. Establish system or standard
protocol for authentication and verifica-
tion of provider authority to access PHI.

General context. Authentication is es-
sential to prevent the inadvertent or inap-
propriate release of information. All in-
formation should be accessible only on
a need-to-know basis. Ensuring thatin-
formation is only released after the iden-
tity of the requestor is confirmed is criti-
cal. Current security policies typically
rely on a request faxed on letterhead.




Figure 1. Utah Telehealth Network Map of Sites
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UTN Network Members
University of Utah, SLC
Allen Memorial Hospital, Moab
Beaver Valley Hospital, Beaver
Central Utah Health Department,
Richfield
Central Valley Medical Center, Nephi
Montezuma Creek Community Health
Center, M.C.
Monument Valley Health Center, M.V.
TriCounty Health Department, Vernal
Uintah Basin Medical Center,
Roosevelt
Gunnison Valley Hospital, Gunnison
San Juan Hospital, Monticello
Bear River Health Department,
Logan
Weber-Morgan Health Department,
Ogden
Davis County Health Department,
Farmington
Summit County Health Department,
Coalville
Tooele County Health Department,
Tooele
Salt Lake City-County Health
Department, Murray
Wasatch County Health Department,
Heber City
Utah County Health Department,
Provo
Southeastern Utah Health Depart-
ment, Price
Southwest Utah Health Department,
St. George
Castleview Hospital, Price (no
videoconferencing)
UDOH - Cannon Building, SLC
Elaine Skalabrin, M.D. Residence
(Telestroke Emergency), Sandy
Mountain West Medical Center,
Tooele
Utah Hospital & Health System
Association, SLC
UNHS Blanding Family Practice,
Blanding
Basin Clinic, Vernal




Privacy and security domain. All.
Types of HIE. Clinical, administrative.

Stakeholders primarily affected. Pro-
viders, consumers, payers.

HIE barriers addressed. All.

Stage of development. Implementation
& planning.

Extent to which solution is in use. UHIN
currently visits each participating member
to authenticate the member location and
designate a site specific role manager.
The role manager is responsible for verify-
ing physicians and providers at their loca-
tion.

Applicability of solution. Applicable
across industry.

Extent of barriers or opposition. Com-
munity commitment to standards, fund-

ing.

INTEROPERABLE HIE

Short-term Model

The following model was proposed as a
short-term state-wide solution to address
the technical challenges to the secure and
private electronic exchange of health in-
formation. The goal: to move Utah to-

Figure 2. Short-term Technical Solution
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wards a single healthcare identifier for all
Utah citizens. Step one involves Utah pay-
ers voluntarily adopting a single number-
ing system known in this document as
the “common identifier.” The common iden-
tifier is a member identification number
using a numbering standard set by the
UHIN community standard-setting pro-
cess. UHIN would host the numbering
system database and would designate
blocks of numbers to each payer volun-
tarily participating in the process. Assign-
ing a common identifier to all participat-
ing payer members will be challenging.
One consideration is identifying people
with multiple coverage’s under different
insurance companies to avoid giving them
two numbers. A query system may be
needed to identify those person that al-
ready have an assigned number. Alonger
term option may be to create a master
patient index functionality. For the short
term, the community wants to explore
other options first.

All messages carried by UHIN are appro-
priately encrypted when in transit. UHIN
is certified through the Electronic
Healthcare Network Accreditation Com-
mission (EHNAC) and employs reason-
able and appropriate security and privacy
practices.

Payers may choose to crosswalk their
own internal member identification
number(s) to the new common identifier
or replace their proprietary member iden-
tification number with the new common
identifier number.

Figure 2 shows the possible process for
arequest from provider ‘A’ for medical in-
formation on patient ‘X’ sent to a partici-
pating payer via UHIN using the common
member identifier “M”. This process as-
sumes that payers have adapted their
claims information databases to be able
to respond to queries for information about
a specific member.

In the short-term model, providers would
have already received the common iden-
tifier “M” for all members of participating
payers and would have recorded that in-
formation in their practice management
systems (the “M” identifier would also
be used for billing purposes).

The UHIN community would come to-
gether to create standard messages for
both the request for the information (from
the provider) and the response (from the

payer).

The provider making the information re-
quest would send the standard request
message to the payer via UHIN. The
payer would then locate the information
on that member and respond with the
standard response message containing
whatever information they had available
on that member.

This short term solution assumes that
some of the other listed challenges have
been addressed: that all health care en-
tities are connected to this pipeline and
that physicians and providers have been
authenticated through the UHIN mem-
ber authentication process. The short-
term solution will be evaluated for the
value it brings to the community so that
it can be determined if it is an economi-
cally sustainable option.

Long-Term Model

Public and private entities around the
state are moving toward electronic health
information exchange and together are
working to improve sharing medical data
to enhance quality care. Security and
privacy are of critical importance for all
stakeholders and consideration must be
given to the location, accessibility and
ownership of medical records. Most pro-
viders and public health programs main-
tain their own patient records and are
often hesitant to release them outside
of their domain. A data-sharing orienta-

10
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tion must be fostered to achieve a con-
nected community where health informa-
tion is exchanged in a secure and private
environment.

The high priority for privacy and security
led SWG toward models that employ de-
centralized data-sharing arrangements or
federated models of data location. In a de-
centralized or federated model, the data
reside in the provider system and are ac-
cessed directly from the provider’s or indi-
vidual program (public health) database.

In the long-term solution, an assumption
has been made that many Utah providers
would have voluntarily adopted the com-
mon member identification number promul-
gated by the payers in the short-term solu-
tion. The value for providers is that it would
assist them in de-duplicating their own
records as well as make it easier to ex-

change information with other entities with
some surety that the information being
exchanged was truly about the correct
person. In this way, it is hoped that the
‘member’ identifier would move to become
more of a ‘patient’ identifier. We would
have to determine how to assign unin-
sured persons an identifier. It is likely
that this will require the adoption of a full-
blown master person index functionality
by UHIN but that decision would be made
when the need warranted.

Data can be accessed in several ways
(see Figure 3). Using the UHIN network
among providers, each provider could
contact other providers to request the
appropriate records using the common
identifier, and then receive those records
from the source location. The UHIN net-
work would maintain a database of pa-
tient common identifiers (“M”) for every

Figure 3. Long-term Technical Solution
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patient in Utah who has a medical record
held in one of the databases connected to
UHIN. UHIN would monitor the claim traffic
already going through the network to create
a record of where patients have been seen
by health care providers. This functionality
would have to be constructed to be compli-
ant with both CFR 42 and with patient’s con-
sent to participate in the system.

When a patient record request comes to
UHIN’s server, UHIN will use the common
identifier to point to information sources
about the patient. UHIN will send the request
to the information source(s), retrieve any in-
formation from the source and return the
information to the requesting member. If a
patient is not found, UHIN will inform the
requesting entity of this. The ability to
authenticate providers will be a strong asset
in maintaining network security. Additionally,
individual providers, if they know the infor-
mation source (such as when a PCP has
referred a patient to a specialist) could re-
quest the needed information from the infor-
mation source by sending a request mes-
sage directly to that source via UHIN with-
out going through the UHIN search process.

In addition, it is envisioned that using pay-
ers as a source of information about patients
(as described in the Short Term solution)
would continue as an option.

The UHIN RHIO is a critical partner in the
development of the infrastructure. Statewide
connectivity is dependent on public/private
partnership.

The long-term model is envisioned as a state-
wide health information infrastructure that
enables healthcare professionals to access
a patient’'s medical records from any pro-
vider or payer database connected to the
network over a secure Internet connection.
The public private effort transitions from the
short-term and proposes to connect
healthcare providers and public health across
Utah. The long-term solution will be evalu-

ated for the value it brings to the commu-
nity so that it can be determined if it is
an economically sustainable option.

ADMINISTRATIVE

Challenge. Intra-agency sharing of
health information.

Solution. Integrate state public health
data systems to 1) facilitate the moni-
toring of the health of communities, 2)
assist in ongoing analysis of trends and
detection of emerging threats, and 3) pro-
vide information for setting public health
policy. Work together to breakdown cul-
tural barriers and facilitate the sharing of
data across programs by establishing
practical administrative procedures for in-
formation sharing between state pro-
grams (see Figure 4).

General context. The data systems
that support the state health department
lack a holistic perspective of the client.
Data systems are singular information
silos supported by categorical funding
streams. Data cannot be easily ex-
changed, linked or merged by person-
nel from different programs. Program man-
agers see their program data as a re-
source that they should maintain a high
level of control over for the long-term ben-
efit of their clients and the program it-
self. Program managers express mul-
tiple concerns about data sharing includ-
ing misleading or misinterpretation of
data, trust and organizational transpar-
ency.

Privacy and security domain. All.
Types of HIE. Public health, clinical.

Stakeholders primarily affected.
State agency, consumers.
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Figure 4. Conceptual Picture of NEDSS Base
System and Program Modules
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ing.
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Extent to which solution is in use. Poli-
cies are in place for limited sharing only. A
system similar to Figure 4 is in the plan-
ning stages. Separate data sets will re-
main independent while a central reporting
database will communicate with all data sets
and flag instances where health information
overlaps. This will eliminate the need for
multiple systems that have little or no com-
munication capability and improve the de-
livery of services to program recipients.
However existing cultural barriers make the
sharing of any PHI among programs taboo.

Applicability of solution. Assist in rapid
response to events that have the potential
to develop into a major public health event.
Programs can share data and find new ways
to coordinate activities for improved services
(weed out duplicative efforts, fill service

NEDSS BASE
System

Demographics

Application Support
Enterprise Services
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gaps).

Extent of barriers or opposition. The
risk of providing general access to data
may expose the data to accidental
modification or deletion, breach of con-
fidentiality, or misinterpretation. There
is a real associated cost to sharing
data. In addition, categorical funding
streams limit or prohibit the sharing of
data across programs.

Challenge - Information sharing with
first responders.

Solution. Establish general protocols
for first responders and what informa-
tion can be shared when given respond-
ing situations.

General context. Improvements in
communication and network develop-
ment is an ongoing process. Public
health, EMS, and law enforcement can
continue to build relationships to work
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together to develop processes to meet the
information needs.

Privacy and security domain. All.

Types of HIE. Law enforcement, public
health.

Stakeholders primarily affected. State
agency, providers, consumers.

HIE barriers addressed. Intra-agency shar-
ing.

Figure 5. NEMSIS/POLARIS
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EDUCATION

tive Reporting System (POLARIS) serve
as Utanhs first responder data system.

Applicability of solution. Communica-
tions system for first responders very rel-
evant to connectivity and establishing prac-
tical relationships that allow for the shar-
ing of necessary information with approved
protocols.

Extent of barriers or opposition. Multi-
agency coordination and commitment to
joint training effort.

Challenge - Consumer misinformation re-
garding HIPAA and the use of personal
health information.

Solution. Increase consumer awareness
of the benefits to accessible health infor-
mation.

General Context. Consumer information
comes from various media outlets includ-
ing popular television shows. News media
highlights the terrifying tales of security
breaches. Little information is shared with
the consumer regarding the benefits of
having available and accessible ones per-
sonal health information.

Privacy and security domain. All.
Types of HIE. All.

Stakeholders primarily affected. Con-
sumers, state agency, public health, pro-
viders.

HIE barriers addressed. All.
Stage of development. Implementation

Extent to which solution is in use. Pub-
lic education efforts are underway. The
Utah Department of Health maintains a
public Web site geared to the consumer
designed to inform consumers of their rights
and ways in which their health information

can be used to improve consumer
healthcare quality. In addition, many
stakeholders have similar efforts under-
way. However, little emphasis is placed
on the value or benefit to accessible per-
sonal health information.

Applicability of solution. Industry-wide.

Extent of barriers or opposition. Pub-
lic education efforts are web-based and
while it is estimated that a majority of
the state of Utah has access, use and
comprehension of web-based resources
are not well documented.

Challenge - Communicating with law en-
forcement the risks and realities of com-
municable disease encounters.

Solution. Conduct joint training events
for law enforcement and public health at
annual conferences and seminars spon-
sored by local and state public health
departments.

General Context. There is a need to
enhance communication and education
between law enforcement and public
health regarding communicable disease
transmission and associated risks for
transporting infected persons.

Privacy and security domain. All.
Types of HIE. Public health.

Stakeholders primarily affected. Con-
sumers, state agency, public health, law
enforcement.

HIE barriers addressed. Cross-agency
sharing, cultural.
Stage of development. Planning.

Extent to which solution is in use. Al-
though many first responders receive
training regarding the risk of working with

15



LEGISLATIVE

infected persons and need to take general
precautionary measures, training is an on-
going process. Officer cadets receive in-
struction as part of the certification however,
refresher courses are necessary to keep
frontline responders well-informed of the true
risks and recommended precautions to keep
themselves and others safe.

Applicability of solution. Cross-agency
training.

Extent of barriers or opposition. Coordi-
nation, identification of joint training priori-
ties, on-going communication.

Challenge - Regulatory requirements that
distinguish certain classes of personal
health information as more “sensitive” re-
quiring different security measures thus cre-
ating barriers to exchange.

Solution. All health information should be
treated with the same standard for privacy
and security when used and/or disclosed
for the purpose of providing treatment and
obtaining payment for such treatment.

General Context. There is concern that
certain types of information such as that
related to sexually transmitted diseases,
mental health treatment, genetic testing re-
sults and substance abuse treatment have
a risk for misuse that could cause signifi-
cant harm to the patient. However, such mis-
use is most likely to occur when the infor-
mation is used and/or disclosed for purposes
other than treatment. There is a significant
benefit to patients when all relevant health
information, regardless of type, is made eas-
ily available for treatment purposes. Ensur-
ing the adoption of industry-wide standards
for health information exchange that main-
tain privacy and security can mitigate the
risk of harm. Laws can exist to provide pro-
tections for sensitive personal health infor-
mation, without placing restrictions on the

use of information for legitimate treatment
purposes. See Mental Health Professional
Practice Act (UC 58-60-114) and Genetic
Testing Privacy Act (UC 26-45).

Privacy and security domain. All.
Types of HIE. All.

Stakeholders primarily affected. All.
HIE barriers addressed. All.

Stage of development. Federal initia-
tive - stage unknown.

Extent to which solution is in use. N/
A.

Applicability of solution. Simplification
of regulatory requirements for exchanging
health information.

Extent of barriers or opposition. The
primary barrier is 42 CFR Part 2 which
governs substance abuse treatment
records and restricts the use of these
records for treatment purposes.
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ATTACHMENT

A. Identification and Selection - Decision Tree

Purpose: Identify and evaluate solutions that:
- Eliminate barriers to the appropriate electronic exchange of health information,
- Provide health care organizations flexibility in implementing mechanisms for the appropriate elec-
tronic exchange of health information; and
- Maintain and provide appropriate privacy and security protections for individuals’ health information.

Does this present a barrier < N Is appropriate privacy and
to exchange? < - e security maintained?
Yes I No . Yes I No

[ | j l l

Is it an appropriate Does this promote (Aid)
barrier? the exchange process?

Solution
Needed

Assess exchange

Yes

Is the Is the

exchange exchange

electronic? electronic?
Yes No Yes No

]

Appropriate\ [ Should the Aid to Should the
Barrier to exchange be electronic exchange be
Electronic electronic? exchange electronic?

Exchange

Solution
Needed

Appropriate
Barrier to non-
Electronic
Exchange

Aid to non-
Electronic
Exchange

Barrier: Identified obstacles to the exchange of health information.

Appropriate Barrier: Obstacles to the exchange of health information that are appropriate and
maintain security and privacy.

Aid: A business practices that promote the exchange of health information and maintains
appropriate security and privacy.

Neutral: Business practice has no impact on the exchange of health information.
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